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MWHUCTEPCTBO OGEPA30BAHUA U HAYKU POCCUUCKOW ®EQEPALIMA

OENAPTAMEHT FrOCYOAPCTBEHHOW MNONIUTUKU B COEPE
OBLUEIr0 OBPA3OBAHUA

nMACbMO
ot 14 man 2018 r. N 08-1184

O HANPABJIIEHUN NHOPOPMALIUA

JlemapTaMeHT TOCy/IapCTBEHHOU MOJUTHKU B cdepe obmiero odpazoBanust MunoOpHayku Poccun
HanpasisieT Ui CBeJieHUs pa3paboraHHble BpemenHoi komuccueil Cosera @enepannu Mo pa3BUTHIO
MH(POPMALIMOHHOTO OOILIECTBA METOJMUYECKHE PEKOMEHIAlMU O pa3MelIeHHMH Ha HH()OPMAIMOHHBIX
CTEHJIaX, oumanbHBIX MHTEpPHET-canTax 51 Ipyrux UH(POPMALIMOHHBIX pecypcax
00meo0pa3oBaTeIbHBIX OpPraHU3allMii M OPraHoB, OCYLIECTBISIIOIIMX yIpaBieHHe B  cdepe
oOpa3zoBaHusl, nH(OpMaLUK 0 6€30IaCHOM MOBE/IEHUH U UCTI0NIb30BaHUU ceTH "MHTepHet".

Hupekrop [lemapramenra
A.E.IIETPOB

[Ipunoxenue

METOOWYECKWE PEKOMEHOALIUU
O PASMELLEHUUN HA UHOOPMALIMOHHbIX CTEHOAX, O®ULIMATIbHbIX
UMHTEPHET-CAUTAX U APYTUX NHO®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30OBATEJIbHbIX OPTAHU3SALIMN U OPTAHOB, OCYLLECTBJIAIOLWNX
YNPABJIEHUE B COEPE OBPA30OBAHUA, UHOPOPMALIMXN O BE3OINMACHOM
NOBEAEHUUN U UCTOJIb3OBAHUUN CETU "MHTEPHET"

Okcnepramu M ujneHamMu Bpemennoit komuccun CoBera Denmepanii MO0 Pa3BUTHIO
MH(OPMALIMOHHOTO O0IIecCTBa B paMKax BBIMOJIHEHHUS PEKOMEHIAIMI MapilaMEHTCKUX CIyIIaHun
"AKTyalbHbIE BONPOCH oOOecreueHus: 0e30MacHOCTH M pa3BUTUSA JAeTed B  HMHQPOPMAIMOHHOM
npoctpaHcTBe", kotopsle mnpouutn B Coere ®Depepaumu 17 ampens 2017 r., O6buin pa3paboTaHbl
METOJMYECKUE PEKOMEHJALMU O pa3MEIIeHUH Ha HMH()OPMAIMOHHBIX CTEHAAX, O(UIMAIBHBIX
UHTEpHET-CcaliTax M Jpyrux HHQPOPMALMOHHBIX pecypcax oOmeo0pa3oBaTeabHbIX OpraHu3aluil u
OpraHOB, OCYIIECTBIAIONIMX YyIpaBieHne B cdepe oOpa3oBanus, HHPOpMANHH O OE30MACHOM
MOBEJICHUY W UCIOJIb30BaHUU ceTH "MHTepHeT" (nanee - MeTouYecKue peKOMEHIAINN ).

Meroauyeckue  PEeKOMEHAAIMM  HANpaBlICHbl HAa  KAa4eCTBEHHOE  IIOBBIIICEHHE  YPOBHS
MH(POPMALIMOHHOM J1eATeNFHOCTH 00111e00pa30BaTeIbHBIX OpraHU3alMi U OPraHOB, OCYIIECTBISIOMINX
ynpaBieHue B cdepe oOpa3oBaHus, B YaCTH MH(OOPMHUPOBAHMS YUAIIUXCS, UX POJUTENCH (3aKOHHBIX
MPEJCTaBUTENICH) H TEJarorHi4eckux pabOTHUKOB 00 OCHOBHBIX acrlekTax HHGMDOPMAIMOHHON
0€30I1aCHOCTH.

MCTOI[I/ILIGCKI/IC PEKOMEHAAIUU II03BOJIAT O6H.I€O6p330BaTeJ'IBHBIM OopraHu3anusaM H OpraHam,
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OCYILECTBIIIIOLIMM yTIpaBlieHHe B cdepe 0o0pa3oBaHMsA, aKTyaJM3UPOBaTh YK€ HCIOJIb3yeMble H
pa3MeleHHbIe UH)OPMAIIMOHHBIE MaTEPUaIIbl, TAaK U MOATOTOBUTH UX B CIIy4ae UX OTCYTCTBHS C yUYETOM
JYYIIMX OPAaKTHK U PpEKOMEHIalUH.

B pamkax MeToIMYECKUX PEKOMEHAAIMN PACCMATPUBAIOTCS CIEAYIOIINE HHCTPYMEHTHI:
1. uapOpMaITMOHHBIE CTCH/IBI;
2. opunmanbHble UHTEPHET-PECYPCHI;

3. CpeacTBa MAacCOBOU I/IH(I)OpMaI_[I/II/I (H_IKOJ'ILHBIC ra3c€Thl, ICAArOort4cCKUC N3JaHus U ):[pyme).
MUHdopmaumoHHbIe cTeHAbI

Ha undopMaiinoHHbIX cTeHax B 00111€00pa30BaTeIbHBIX OPraHu3allksiX, PacloOKEeHHbIX B (olie
YUPEXKAECHUH M B KaOWHETaX, OCHALEHHBIX IEPCOHAJIBHBIMM YCTPOMCTBAMHM JUIsl BBIXOAA B CETh
"NHTepHeT", peKOMEeHIyeTCsl pa3MeCTUTh HH(POPMALIMOHHBIE TaMATKH, COJEpKAIIe OCHOBHbBIE COBETHI
1o obecrieyeHnIo HH(HOPMAIIMOHHON 0€30MaCHOCTH YUaluXCsl.

B mpunoxkennn N 1 K METOAMYECKHMM PEKOMEHIAIMAM IPEJCTaBlieH 00pa3en MaMsATKU JJis
pasmereHust Ha THPOPMAITMOHHBIX CTEH/IAX.

CpenctBa maccoBoun MHcpopmaumm

B cpenctBax maccoBoil mHGpOpMaluu, OPUEHTUPOBAHHBIX Ha OOYYaroIIUXCs, PEKOMEHIYeTCsl B
TEUYEeHHE Y4YeOHOTO Troja peryJsipHO IyOJMKOBAaTh HMH(POPMALMOHHBIE MAaTepHajbl, IOCBSIIECHHBIC
OTJENbHBIM acHeKkTaM HH(OPMAaLMOHHON O0€30MacHOCTH, a TAaKXKE pa3Iu4Hble NaMSITKU OOIIero
Xapakrepa.

B cpencrtBax maccoBoit MH(pOpMAaLKU, OPUEHTUPOBAHHBIX Ha MEJaroru4ecKyro OOIEeCTBEHHOCTb,
PEKOMEHAyeTCs B TeUEeHHE KaJICHIaPHOT'0 rojia peryJiipHo MyOJuKoBaTh HHPOPMALMOHHbBIE MaTepHalbl,
MOCBAIICHHBIE OTJENBHBIM acreKkTaM MH(OPMAIIMOHHON 0€30MacHOCTH KaK HECOBEPIIEHHOJIETHUX, TaK
1 00111e00pa30BaTENbHBIX OPTaHU3AIMH, & TAKKE Pa3JINYHbIC TAMATKH, 0030pbl HOPMATHBHO-TIPABOBOTO
peryIupoBaHus TaHHOH cdepbl U WHPOPMAIMIO O aKTYaJbHBIX MEPONPHUATHIX U COOBITHUSIX B TAHHON

chepe.

B xonme mposenenmst Enumnoro ypoka mo OeszomacHocTd B cetn "MHTepHET" pexomeHmyeTcs
o0ecreunTh BBIMYCK TEMaTHYECKOro BBIMyCKa CpEACTBa MaccoBOM uHGopManuu Iub0 cepuu
myOMuKanui, cper KOTOPBIX PAacCMOTPETh OpraHU30BaHHBIC MEPOMPHUSITHS ISl OOYYaroIIMXCs, MX
ponuTenel (3aKOHHBIX MPEJCTABUTENICH ) U TIEAarornIecKoi O0IECTBEHHOCTH.

OdmumanbHblie UHTEpHET-pecypchl

OO0meoOpa3oBaTeIbHBIM ~ OpraHU3alUsIM  PEKOMEHAyEeTCsl  Ha  CBOMX  OQHIIMAIbHBIX
NuTepHer-pecypcax obecnednTh (YHKIIMOHUPOBAHUE CAMOCTOSATEIHHOTO M CHEIHATU3UPOBAHHOTO
paznena "MHpopmanmonHas Oe30macHOCTh", B paMKaxX KOTOPOTO NPEIyCMOTPETh pa3MElICHHE
cienytoiiel nHpopMauu:
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Paznen/monpaznen

®opmar
MIpEeACTaBICHUS
MaTEpHaJIOB

ConepxaHue MaTepuaioB

JlokannHBIE
HOPMATUBHBIC aKThI
B cepe
obecreyeHus
MH(POPMALIMOHHOM
0e30I1acHOCTH
o0yJaromuxcs

Konuu noxkyMeHTOB B
dopmare *PDF

Pa3zmMeniarorcst KOMU TOKyMEHTOB, T.€.
CKaHMPOBAHHBIA BapHaHT IOKYMEHTA,
COOTBETCTBYIOIINIA TPeOOBaHUAM K
napaMeTrpam CKaHHpPOBaHUSI.
Pa3meriarorcst JTOKyMEHTHI,
perIaMeHTHPYIOIUE OPTaHU3aLUI0 U
paboTy ¢ mepcoOHaIHHBIMU JaHHBIMH,
TUTAHBI MEPOTIPUATUH MO 00ECTIEUEHUIO
nH(pOpMaAITMOHHOM 0€30MMacCHOCTH
00y4aroIuXCs U IPyTHE.

Hopmarushoe
peryiupoBaHue

Komuu nokymeHToB B
dopmate *PDF

[TyGnuKyIOTCS aKTyallbHbIE CBEIEHUS O
(benepanbHBIX U pErHOHAIBHBIX
3aKOHAaX, MMCbMAaxX OPTaHOB BJIACTU U
Jpyrvie€ HOpMaTUBHO-IIPABOBBIE
JIOKYMEHTBI, perjaMeHTUPYIOIINe
obecrnieyeHrne nHGHOPMaMOHHON
0€3011aCHOCTH HECOBEPLICHHOJIETHHX.
JomyckaeTrcs BMECTO KOIHA
pa3MeniaTh ruNepcchblIKA Ha
COOTBETCTBYIOIINE JOKYMEHTHI Ha
caliTax OpraHoB rOCy1apCTBEHHON
BJIACTH.

Ilenarornueckum
paboTHHUKAM

TekcT Ha cTpaHule
caira

Komnuu 1oKkymeHToB B
dopmate *PDF

Pa3sMmemmarorcst METOTUYECKHE
peKOMeH}IaHI/II/I nu YKaSI)IBaeTCH
uHpOpMaIUs 0 MEPOTIPUATHUSAX,
MPOEKTax U MporpaMMax,
HaIlpaBJIECHHBIX HA MOBBIIICHHUE
MH(POPMALIMOHHON IPaMOTHOCTH
neaarortyeCKux pa6OTHI/IKOB.

OOygarommmces

TekcT Ha cTpaHule
caira

Pasmermiaercst nunpopmarioHHast
namsaTtka (npunoxxerue N 2) u
yKa3bIBaeTcst HH(opMaIys o
MEpOIPUATHSX, IPOECKTAX U
IporpaMmax, HarpaBJIeHHBIX Ha
MOBBIIIIEHUE HH(POPMAITMOHHOM
IPaMOTHOCTH 00YYaOIINXCSI.

Poaurensam
(3aKOHHBIM
IIPEICTaBUTEIISIM)
oOydJaronuxcs

TekcT Ha cTpaHulEe
caiita

Pa3meriaercst nunpopmalioHHas
namsTka (npuioxenue N 3).

HafeXHasa npaBoBas noaaepXxka
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6. | derckue TekcT Ha cTpaHuLe Pa3memiaercst unpopmanus o
Oe3omacHble CaliThl | caiiTa PEKOMEHIyEMBIX K MCIIOJIb30BaHUIO B
y4eOHOM TIporiecce 0e30MacHbIX
caifrax, 6aHHepbl 0€30MaCHBIX IETCKUX
CalTOB.

Opranam, OCYIIECTBJISIOUIMM YIIpaBieHHEe B cdepe 00pa3oBaHHs, PEKOMEHIYETCS Ha CBOMX
opunmaneHeix ~ MHTepHeT-pecypcax  obecrneuuTh  (GYHKIMOHUPOBAHHE  CAMOCTOSITEIBHOTO U
crenuanu3upoBaHHoro  pasaena "HMHdopmanmonHas — 0e30macHOCTh', B paMKax  KOTOPOTO
MPeIyCMOTPETh pa3MelIeHne cleaytomei HHpopMaIum:

ITpunoxxenne N 1

MAMSATKA ]
ONsi OBYYAIOLMXCA OB UHOOPMALIMOHHOW BE3OMNACHOCTM OETEW

HEJNb3A

1. Bcem moapsia coobmaTh CBOKO YaCTHYIO MHPOpPMALUIO (HacToAlMe uMs, GpaMuinio, TenedoH,
azipec, HOMep MIKOJIbI, a Takke pororpaduu CBou, CBOCH ceMbH U Apy3eil);

2. OTKpbIBaTh BIOXKEHHBIE (DAIbI AIIEKTPOHHON TIOYTHI, KOT/Ia HE 3HACIb OTIPABUTEIS;
3. I'pyOuTtsh, npuanpaThCs, OKa3bIBaTh JaBICHUE - BECTH Ce0s1 HEBEKIIMBO U arpECCUBHO;

4. He pacmopsiokaiicss TeHbraMd TBOCH CeMbH 0O€3 pa3pelleHHs CTapIIuX - BCETla CIpalinBai
poauTenen;

5. He Bcrpeuaiics ¢ MHTEpHET-3HAKOMBIMU B PEAJBbHOM KU3HU - IOCOBETYMCS CO B3pOCIBIM,
KOTOPOMY JOBEPSEIIb.

OCTOPOXHO

1. He Bce mumyt npaBmy. Uutaemp o cedbe HempaBmy B MHTEpHETE - COOOIM 00 3TOM CBOUM
POIUTENSIM WU OTIEKyHaM;

2. IlpurnamaroT nepenuchiBaThCs, UTPaTh, 0OMEHUBATHCA - IPOBEPbH, HET JIH MOJIBOXA;
3. HezakonHoe konupoBanue (aiisioB B IHTEpHETE - BOPOBCTBO;
4. Becerpaa paccka3biBail B3pOCIbIM O TTpo0ieMax B CETH - OHU BCET/1a IOMOTYT;

5. Ucnonb3yit HACTpOMKM O€30MACHOCTH U MPHUBATHOCTH, YTOOBI HE MOTEPSTH CBOM aKKAyHTHI B
COLICETSIX U JPYTuX MnopTaax.
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MOXHO
1. VBaxail Ipyrux nojabp30BaTeNeH;
2. Ilonp3yeuibcst IHTEpHET-UCTOUHUKOM - JIEJIald CCBIIKY Ha HETO;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0martbcst 32 TOMOIIBIO B3POCHBIM - POJIUTENH, ONMEKYHBI W aJMUHUCTpAIMS CAaWTOB BCeraa
TIOMOTYT;

5. Ilpoiian obyuenue Ha caiite "CeTeBUUOK" U MOIy4H HacopT HU(POBOro rpaxkaaHuHal

[Ipunoxenue N 2

MHO®OPMALIMOHHASA NMAMATKA
AnsA oObYYAIKOLWKMXCA And PASMELLEHUA
HA O®ULUNATIbHBbIX UHTEPHET-PECYPCAX

C KaXAbIM TOIOM MOJIOIEKH B MHTEPHETE CTAHOBHUTHCS OOJbILIE, a IIKOJBHUKU OJHH M3 CaMbIX
aKTUBHBIX NoJb30Barened PyHera. Mexay TeM, MOMHMO OrpOMHOIO KOJMYECTBA BO3MOKHOCTEH,
MHTEPHET HEeCeT U Mpo0JieMbl. DTa MamsTKa JOJDKHA IIOMOYb Tebe 0e30MacHO HaXOIUThCS B CETH.

KOManOTeprIe BUPYCbI

KommnbroTepHblii BUpPYC - 3TO pa3HOBUJHOCTh KOMIBIOTEPHBIX MPOrPaMM, OTIMYUTEILHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CHOCOOHOCTh K pa3MHOXEHMIO. B /J0mMoiHEHHEe K 3TOMY, BHPYCHI
MOTYT TOBPEOUTh WM TMOJHOCTBIO YHHYTOXHTH Bce (hailiel M JaHHBIC, MOJKOHTPOJIbHBIE
MOJIb30BATENI0, OT IMEHH KOTOPOTO ObLiIa 3aIylieHa 3apakeHHast IporpaMMa, a TakKe MOBPEIUTD U
Na)ke YHUUYTOXKUTH ONEPALMOHHYIO CHUCTEMY CO BceMH (QailiaMu B 1enoM. B GonbpIIMHCTBE ciyyaeB
pacnpoCTPaHsAIOTCS BUPYChl Yepe3 UHTEPHET.

MeTobl 3aIUTEl OT BPCAOHOCHBIX IIPOrpaMM:

1. Mcnionb3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPE3HBIN YPOBEHD 3aIUTHI OT
BPEIOHOCHBIX IIPOIPaMM,;

2. [TloctosHHO ycraHaBnuBai mnautu (UU(pPOBBIE 3allJIaTKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C LEJNbI0 JAOPaOOTKM MPOrpaMMbl) M JApyrue OOHOBJIEHHSI CBOEH oOIepaloHHOM
cucteMbl. CkaunBail UX TOJNBKO ¢ odummaibHOrO caiita pazpadorunka OC. Ecnu cymiecTByeT pexxum
ABTOMATUYECKOTO OOHOBIIEHUS, BKIIFOUH €r0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE IOJ MPaBaMU IOJIb30BATENsA, a HE aIMHHUCTpATOpa. DTO HE
II0O3BOJIUT 60JIBL[II/IHCTBy BPCAOHOCHBIX HpOrpaMM HHCTAJUIMPOBATBCA Ha TBOCM IICPCOHAIIBHOM
KOMITBIOTEPE;
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4. MHcnonb3yil aHTHUBUPYCHbIE MPOrpaMMHBIE TMPOIYKTHl HM3BECTHBIX IPOU3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyp (HU3NYECKHA JOCTYI K KOMIIBIOTEPY IS TOCTOPOHHUX JIMIL;

6. Vcnonp3yld BHEIIHWE HOCUTENM HWHPOpPMALWHU, Takue Kak duiemka, IUCK Wi (ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHHUKOB;

7. He oTKpbIBail KOMITBIOTEpHBIE (Dailyibl, TOJyYCHHBIC M3 HEHAJIEKHBIX HMCTOYHUKOB. Jlaxke Te
(aiiibl, KOTOPBIE MPUCITAN TBOM 3HAKOMBIH. Jlyurie yToYHH y Hero, OTHpaBIIsI U OH Tebe ux.

Cetun WI-FI

Wi-Fi - 3T0 He BU miepeaaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JUIlh OpeHa, Mapka. Eme B 1991
rojly HUAEpiIaHACKas KoMIanus 3apeructpupoana openn "WECA", uro 0003Hauano cioBocoYeTaHUE
"Wireless Fidelity", koTopblif nepeBoanTcs Kak "OGecrpoBoiHas TOYHOCTH" .

Jlo Hamiero BpeMeHH Jonuia Jpyras abOpeBuarypa, KOTopas SBISETCS TaKOH e TEXHOJOTHEH.
Oro abbOpeuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JJaHO C HAMEKOM Ha CTaHJApPT BBICIICH 3BYKOBOM
texHuku Hi-Fi, yto B nmepeBoae o3HauaeT "BbICOKasi TOUHOCTB .

Jla, OecriaTHBI WHTEPHET-AOCTYN B Kade, OTeNsIX M a’3pornoprax sBISETCS OTJINYHOU
BO3MOKHOCTBIO BbIX0/1a B HHTepHET. Ho MHOrMe skcnepTsl cuuTaroT, yTo obmenocrynusie Wi-Fi cetn
HE SIBJIIIOTCS 0€30IaCHBIMU.

Cogetbl 10 0e30mMacHOCTH paboOTHI B 001IEAOCTYHBIX ceTax Wi-fi:

1. He nepenasaii cBoro TnuHyr0 HHPOpMaImio yepes oomenoctymubie Wi-Fi cetu. PaboTas B HUX,
JKCJIATCIIbHO HEC BBOJAUTH MApPOJIM JOCTYIIA, JIOTMHBI 1 KAKUC-TO HOMEPA,

2. Hcnonws3yil u OOHOBISN aHTUBUPYCHbIE NporpaMMbl U OpaHamayep. Tem cambIM Tbl
obe3omnacuillb ce0sl OT 3aKaYKH BUpPYCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3oBanun Wi-Fi otimoun gynkuuto "OO6muit noctyn k Qaiinam u npuHTepam'.
JlanHas (pyHKIMS 3aKphITa MO YMOJIYaHUIO, OJAHAKO HEKOTOPHIE MOJBb30BATENH AKTHBHPYIOT €€ s
y100CTBa UCIIOJIb30BaHUs B paboTe uinm ydebe;

4. He ucnonb3yit nyonuuneiii WI-FI s nepenaum NUYHBIX JAaHHBIX, HAlIpUMEp JUIS BbIXOZA B
COLIMAJIBHBIE CETH WM B DJIEKTPOHHYIO ITOUTY;

5. Wcnonw3yii Tonpko 3amuiieHHoe coenuHenue uyepes HTTPS, a mwe HTTP, T.e. mpu Habope
BeO-azpeca BBoau uMeHHO "https://";

6. B moOmibHOoM Tenedone otkmoun Gynkuuio "lloakmouenne k Wi-Fi aBromatuuecku". He
JIOTyCKai aBTOMaTHYECKOTO OJKITFOUEHUs yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cormacus.

CoumanbHble ceTu

COI_II/IaJ'IBHLIe CCTU AKTHBHO BXOIAT B HaANly XWU3Hb, MHOTHC JIFOAU pa6OTaIOT U XUBYT TaM
IIOCTOAHHO, a B Facebook YKC 3apCTUCTPpUPOBAH MUILIMAPA YCJIOBCK, YTO SBJIACTCA OJIHOH ceapMOou
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BCEX JKUTelNeil MIaHeThl. MHOTHE TOJIb30BaTE M HE TIOHUMAIOT, YTO HH(POPMAIIUs, pa3MEIleHHAs] HMU B
COIMAJIBHBIX CETSX, MOXKET OBbITh HaiJIeHa U MCIIOJIb30BaHA KEM YTrOJHO, B TOM YHUCIE HE 005S3aTEIbHO C
OaruMu HaMepEeHUSIMH.

OCHOBHBIE COBETHI 10 OC30MAaCHOCTH B COHaJIbHBIX CCTAX:

1. Orpannyb CHHMCOK Jipy3eil. ¥ TeOst B ApYy3bsAX HE JIOJDKHO OBITH CIy4yallHBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3ammmail cBor 4YacTHYIO kM3Hb. He ykasbiBail maposin, TenedoHsbl, ajapeca, IaTy TBOETrO
POXAECHUS U JPYIYI0 JHYHYIO HH(pOpManuio. 3I0yMBIIUIEHHUKH MOTYT HCIIOJIB30BaTh JaxKe
MH(POPMALIKIO O TOM, KaK Thl M TBOH POJHUTENH IUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amumiaii CBOIO PeIryTaIlIo - IEP’KU €€ B UUCTOTE U 3a7aBaii ce0e BOIPOC: XOTeI OBl ThI, 9TOOBI
JpyTHe MOJIb30BAaTeIN BUAETH, UYTO ThI 3arpyxxaeub? Ilogymaii, mpexiae uyeM 4To-TO OMyOJIMKOBATb,
HAIKCAaTh U 3arPy3UTh;

4. Ecimu TBI roBopuiib C JIFOAbMHU, KOTOPBIX HE 3HACIIb, HC I/ICHOJ'IB3YI71 CBOC pCaJIbHOC UM U
APYTYHO JIMYHYTO I/IH(I)OpMaI_[I/II/IZ HnMs, MECTO KHUTCJIILCTBA, MCCTO y‘ICGBI H [IpoYcCe;

5. U3Gerait pasmemienus ¢ororpaduit B MHTEpHETE, T/Ie THI M300pa)X€H HAa MECTHOCTH, IIO
KOTOPOH MO>KHO OTIIPEAETUTH TBOE MECTOTIOIOKEHHUE;

6. Ilpm perucrtpanmu B COIMATBHON CETH HEOOXOIWMO WCIIOIB30BATh CIIOXKHBIE TMAPOJIH,
cocrosiue u3 OykB ¥ IU(]p U ¢ KOJMUYECTBOM 3HAKOB HE MEHee §;

7. Jlnsi cCOUMANbHOM CETH, TIOYTHI M JPYTMX CAHTOB HEOOXOJMMO HCIIOJIB30BaTh Pa3HbIC MAPOJIH.
Tornma ecinu TeOst B3JIOMAIOT, TO 3J0YMBIIIICHHUKN TOJIyYaT AOCTYI TOJIBKO K OJHOMY MECTY, a HE BO
BCE cpasy.

ONEeKTPOHHbLbIE AeHbIM

QHGKTpOHHHe ACHBI'H - 5TO OYCHb y,I[O6HLII>’I croco0 HJIaTe)Keﬁ, OZIHAaKO CyHmECTBYOT MOILICHHUKH,
KOTOPBIC XOTAT MOJYUUTh 3TU NCHBI'U.

BJIGKTpOHHLIe JCHBI'M IIOABUJINCHL COBCEM HCJAaBHO MW HMMCHHO H3-3a 3TOIrO BO MHOTI'HX
rocygapCTtBax g0 CHUX IOp HE HNPOIMHMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIMOHUPYIOT M O HHUX YK€ IMPOIHUCAHO B 3aKOHE, IIe UX pa3feliisioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspelraercss MNpPOBOIUTH oOlepauud 0e3 HIeHTH()UKALUU MOoJb30BaTeNs, a B HEAHOHMMHBIX
UACHTU(DUKALMS [TOJIb30BATENS SIBIISCTCS 0043aTeNbHOI.

Taroke cieayer pa3nudaTh JIEKTPOHHbBIE (PHATHBIC ICHBIH (PaBHBI TOCYJAPCTBEHHBIM BAJIOTaM) U
AJEKTPOHHbIE HEUATHBIE I€HBI'H (HE PaBHBI TOCYJaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 6€30MacCHOM paboTe C INEKTPOHHBIMU JEHbIaMU:
1. TlpuBsku K cdeTy MOOWIBHBIM TenedoH. DTO caMblii yAOOHBIM M OBICTPBIA CIOCOO

BOCCTAHOBUTHL JOCTYII K CHCTY. HpHBSBElHHHﬁ TCJICCI)OH IIOMOXKET, €CIIN 38.6y,Z[CIJ_IB CBOM MIATEKHBIN
napoJib Wik 3aiiellbh Ha CAlT ¢ HE3HAKOMOI'O YCTpOﬁCTBa;
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2. Mcnone3yit onHopa3oBble mapousu. [locie nepexona Ha yCHUIIEHHYIO aBTOpHM3alMIo Te0e yxe He
OyZeT yrposkaTh OACHOCTb KPasku HJIU IepexBaTa IIaTeKHOTO MMapois;

3. Boibepu cioxublii maponb. IIpectynHukam OyneT HE MPOCTO yraiaTh CIOXHBIH Mapoib.
HanexHple maposu - 3To mapoiu, KOTOPBIE COAEP)KaT He MEeHee 8 3HAKOB M BKIIIOUYAIOT B CE0sl CTPOYHBIE
U TponucHbIe OYKBBI, HUPPbHI M HECKOJIbKO CHMBOJIOB, TakuMe Kak 3HaK Joiapa, ¢yHTa,
BOCKJIMIIATEIbHBIN 3HAK | T.1. Hanmpumep, $tROng!;;

4. He BBOJAH CBOM JIMYHBIC JaHHBIC HA CaﬁTaX, KOTOPBIM HE NOBCPSCHID.
ONeKTpPoHHas noyTa

SHCKTpOHHaSI moyra - O9TO TCEXHOJOrusA H MNpEeAOCTaBIACMBIC C€I0O YCIYIrd II0 ICPECBUIKC M
MOJIYUCHHUIO 3JICKTPOHHBIX COO6H.I€HI/II71, KOTOPBIC PACHPCACIAOTCA B KOMHBIOTepHOﬁ cetd. OOBIYHO
SJIGKTpOHHHﬁ MOYTOBBIM SIIUK BBITJISIUAT CJICAYIOIIUM o6pa30M: I/IMSI_HOJ'ILC%OBaTeJ'If{@I/IMH_I[OMeHa.
Taxoxe KpoMEC niepeaavuu ImpoCToro TCKCTa, UMCCTCI BO3MOKHOCTDL NICPCAABATH (baﬁnm.

OCHOBHBIE COBETHI 110 0€301acHOM paboTe ¢ INEKTPOHHON OUYTOM:

1. Hamo BbIOpaTh mpaBWIbHBIM MOYTOBBI cepBUC. B MHTEpHETE €CTh OrPOMHBIM BBIOOP
OecrIaTHBIX IOYTOBBIX CEPBUCOB, OJIHAKO JIydllle JOBEpATh TE€M, KOTO 3HAellb M KTO MEPBBIA B
pEUTHHTE;

2. He yxa3piBaii B JMYHOM mouTe aMuyHylo uHPopmauuio. Hampumep, nydme BbIOpath
"My3bIKaJIbHBIN_(haHaT@" unu "pok2013" BMecTo "Temal3";

3. Mcnonp3yil ABYXATANHYIO0 aBTOPHU3ALUI0. DTO KOIJa INOMHUMO Iapojsi HY)KHO BBOJIUTH KO[,
npucbuIaeMbiil mo SMS;

4. BeiOepu CIOXHBIA 1apoiib. JIJisT KakJI0rO MOYTOBOTO SIIITUKA JOJKEH OBITH CBOM HAaJICKHBIH,
YCTOMYUBBIN K B3JIOMY MapOJIb;

5. Ecam ecTtp BO3MOXKHOCTH HaIllMCaTh CaMOMYy CBOM JIMYHBIM BOIPOC, MCIIOIB3YH ITYy
BO3MOKHOCTD;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SAMIMKOB. [lepBhli /Ui 4acTHOM NEpPENUCKU C agpecaTamy,
KOTOpPBIM Thl JIOBEpsi€lllb. DTO 3JEKTPOHHBIM aJpec He HaJ0 MCMOJIb30BaTh IMpPHU PETUCTpALlUU Ha
¢bopymax u caifrax;

7. He otkpeiBail (aiiiabpl u Apyrue BIOXKEHHUS B MHUCHbMax, JAaKe€ €CIU OHHM MPUIUIM OT TBOUX
npy3sei. Jlydie yTouHu y HUX, OTIPABIISUIH JIM OHU Te0Oe 3Tu (alibl;

8. Ilocne oxoH4YaHWs pabOTHI Ha MOYTOBOM CEPBHCE NeEpel 3aKPHITHEM BKIAIKH C CAHTOM He
3a0yp HaXxaTh Ha "Beriitu".

Kn6epOynnuHr unu BupTyanbHoe nsgeBaTenbCTBO

KuGepOynnuHr - mpecinefoBaHHe COOOIICHUSIMH, COAEPKAIIMMU OCKOpPOJICHHUS, arpeccuio,
3aIlyTUBaHUE; XYJIUTAHCTBO; COLMAJIBHOE OOHMKOTHUPOBaHUE C IOMOIIBIO pa3IUYHBIX
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UHTEPHET-CEPBHUCOB.
OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITUHTOM:
1. He Opocaiics B Ooii. Jlydmmii crmoco0: MoCcOBEeTOBAaThCS KaK ceOs BECTH M, €CIU HET TOro, K
KOMY MOXHO O6paTI/ITI)C$[, TO BHa4YaJIC YCIIOKOUTBCA. Ecam THI HauHemb OTBEYATh OCKOp6J’ICHI/I$IMI/I Ha
OCKOpOJIEHUS, TO TOJIBKO e11le O0JbIIe Pa30AIKellb KOHPIHKT;

2. Yrpasisii cBoel KubeppenyTaiuei;

3. AHOHMMHOCTb B CETH MHHUMas. CYH_IGCTBYIOT CII0COOBI BBISICHUTB, KTO CTOUT 3a aHOHHMMHBIM
AKKayYHTOM;

4. He cTouT BecTH XYyJHMTaHCKHI 00pa3 BUPTyaJibHOW XU3HHU. VIHTEpHET (UKCHpYeT BCE TBOU
NENCTBUS U COXpaHseT UX. Y JAIUTh UX OyJIeT KpaiHe 3aTpyIHUTENbHO;

5. ColGmroait CBOIO BUPTYATBHYIO Y€CTh CMOJIONY;

6. UrHopupyii enuHu4HbIA HeratuB. OHOpPa30BbIE OCKOPOUTEIBHBIC COOOIICHUS JTIydIle
UrHopupoBaTh. OOBIUHO arpeccus MpeKpaaeTcsi Ha Ha4aabHOUW CTaNH;

7. ban arpeccopa. B mporpamMmax oOMeHa MIHOBEHHBIMH COOOLICHHSMHU, B COIMAJIBHBIX CETIX
€CTh BO3MOXKHOCTb OJIOKUPOBKH OTIIPABKU COOOIEHUH C ONIPEEIICHHBIX aIPECOB;

8. Ecmu 1h1 cBuaerens kubOepOysummHra. TBow ACHCTBUA: BBICTYNHTH MPOTHUB IPECIIEIOBATENS,

II0Ka3aTh €My, YTO €ro JACHCTBUS OLICHUBAIOTCS HETaTHBHO, IMOJAEPKATh XKEPTBY, KOTOPOW HYyX Ha
IICUXOJIOTUYECKas TIOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOIO MOBEACHUS B CETH.

Mob6unbHbIN TenedoH

CoBpeMeHHbIe cMapT(HOHBI M TUIAHIIETHI COAEp)KaT B ceOe BIIOJIHE B3pOCIBIA (PyHKIMOHANI, U
TCIICPb OHU MOT'YT KOHKYPHUPOBAThH CO CTAIMOHAPHBIMU KOMIIBIOTECpaAMHU. O)IHaKO, CpE€ACTB 3allIUThI JJIA
l'IOI[06HBIX YCTpOfICTB II0OKa O4YE€Hb MaJlo. TCCTI/IPOBaHI/Ie U IIOUCK y5[3BPIMOCT€I71 B HHUX IIPOHUCXOOUT HEC

TaK UHTCHCHUBHO, KaK AJIsd HK, TO K€ CaMO€ KacaeTcs U MOOMIIbHBIX HpHHO)KCHHﬁ.

CoBpeMeHHbIE MOOWIbHBIC Opay3epbl y)Ke MPAaKTUYCCKH JIOTHAIW HACTOJBHBIC aHAJIOTH, OIHAKO
pacmmpenue GpyHKIMOHAIA BJIeYeT 32 COOO0M OOJBINYIO CI0KHOCTh U MEHBIIIYIO 3alUIIIEHHOCTD.

Janexo He BCe TNPOU3ZBOAUTENN BBHITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE KPUTUUYECKUE
YSA3BUMOCTH JJIsl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 0e301acCHOCTH MOOMIILHOTO Teﬂe(l)OHai

Huuero He sBisgercs MO-HACTOAIIEMY OecIuIaTHBIM. By,Z[B OCTOPOXKCH, BCIb KOIr'Ja TeOe
npeajararoT OccIIaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBHI KaKUC-TO IIJIATHBIC YCIIYTH,

Hymaii, mpexnae yem otmnpaButh SMS, ¢oto wnu Buneo. Tol TOUHO 3HaeUIb, Iie OHU OyayT B
KOHEYHOM UTOre?

Heo6xoammo 0OHOBIATE ONEpallMOHHYI0 CHCTEMY TBOETO cMapTQOHa;
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Vcnonb3yit aHTUBUPYCHBIE IPOrPaMMBI 17151 MOOUJIBHBIX TeNE(OHOB;

He 3arpy>i<a171 NPUIIOKCHUSA OT HCU3BCCTHOI'O0 MHCTOYHHKA, BCAb OHU MOIyT COACPIKATH
BPCAOHOCHOC MNPOIrpaMMHOC 06CCHGLIGHI/IC;

[Tocne Toro Kak Thl BBIMJENIb C caiTa, IJIe BBOAWI JIMYHYIO MH(POPMAIUIO, 3aiiii B HACTPONKHU
Opay3sepa u ynanu cookies;

HCpI/IO,HI/I‘ICCKI/I HpOBepﬂﬁ, KaKH€ IUIATHBIC YCIIYI'M aKTUBHPOBAHbI HA TBOEM HOMEPE;

JaBait cBoii HOMep MOOMIBHOTO TenedoHa TONMBKO JIOASM, KOTOPBIX Thl 3HACIIb M KOMY
JIOBEPSICIIIb;

Bluetooth momkeH OBITH BBIKIIOYEH, KOTJa Thl MM HE TMoOJib3yelnbcsa. He 3a0piBaii MHOTIA
MIPOBEPSITH 3TO.

Online urpbl

COBpeMeHHLIC OHHaﬁH-HFpBI - 9TO KpaCOYHBIC, 3aXBATbHIBAIOIINC PA3BJICYCHUA, O6’bCIlI/IH$IIOIJ_II/Ie
COTHH THICSY YEJIOBEK 10 BceMy MUpy. Mrpoku ucciuenyroT TaHHbII UM MUD, OOIIAIOTCS APYT C IPYTOM,
BBIIIOJHAIOT 3aJaHus, CPaXar0oTCd C MOHCTpaMH M IOJYYAlOT OIIBIT. 3a YAOBOJLCTBUC OHM ILJIATAT:
MOKYIIAIOT JUCK, OIJIAYHUBAIOT a0OHEMEHT WITH an06peTa10T KAaKHe-TO OIIIIUMn.

Bce >t cpe€acrBa UAyT Ha HOAACPKAHHME W PA3BUTUC MIPBI, @ TAKXKC Ha CaMy 0€e30MacHOCTbD:
COBCPHICHCTBYIOTCA CHUCTEMbI aBTOPU3AIMH, BBITYCKAKOTCSA HOBBIC IIATYH (I_II/I(l)pOBbIe 3allJIaTKu  1J11

IPOrpamMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIIaCaTbCiAd HE CTOJIBKO CBOHMX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
mapoJjs, Ha KOTOpOM OCHOBAaHa CUCTEMaA aBTOpHU3allun OOJIBIIMHCTBA urp.

OCHOBHBIE COBETEI IT0 0E€30IIACHOCTU TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecnu npyroif urpok BeaeT ceOs IUIOXO WM CO3/aeT TeOe HEMPHUITHOCTH, 3a0JO0KHpYH ero B
CIIICKE UTPOKOB;

2. HOX(aHYﬁCH AIMUHUCTpATOPaM HUTIPbI Ha IINIOXOC IIOBCACHHUC OTOrI0 HIPOKaA, KCEJIATCIBHO
MPUIIOKUTHb KAKHUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3siBaii mnuaHyto HHPOpMAIUIO B Ipodaiine urpsl;
4. YBaxall Ipyrux y4aCTHHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(UIMaIbHbBIE TTATYH U MOJIBI;

6. Vcnionb3yit cloXKHbIE U Pa3HbIE TAPOIIH;

7. I[axce BO BpEMs UI'Pbl HC CTOUT OTKIIOYATL aHTHUBUPYC. Iloka TBI urpacuib, TBOM KOMIIBIOTCP
MOTYT 3apa3uThb.

PULLMHT NN KpaXa JIN4YHbIX AaHHbIX
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OOBIYHOM KpaXKeil JCHEr W JOKYMEHTOB CErOJHS YXKE¢ HHUKOTO HE YJIUBHINL, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHI 3JIOYMBIIUICHHUKA MEPEMECTHINCh B HHTEPHET, M MPOJOJDKAIOT 3aHHUMAThHCS
"III0OUMBIM" J1EJIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UIIUHT, TJIaBHAS [EIb KOTOPOTO
COCTOMT B TIIOJy4YCHHH KOH(QUWACHIMANBHBIX JAaHHBIX MOJb30BaTeleld - JIOTMHOB W maposield. Ha
aHrnuiickoMm si3eike phishing untaetcs kak ¢urmmHr (ot fishing - peibnas g0, password - Tapob).

OcHOBHBIE COBETHI IO OOPHOE € (PUIIUHTOM:

1. Cnenun 3a cBouM akkayHTOM. Ecim Thl momo3peBaelib, 4TO TBOSI aHKETa ObUIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATH €€ M COOOIIUTh aMHHUCTPATOPaM pecypca 00 TOM KaKk MOXKHO CKOpee;

2. Ucnone3yit 6e30macHble BeO-CailThl, B TOM YKCIIEe, UHTEPHET-Mara3uHOB U IOUCKOBBIX CUCTEM;

3. Hcnonb3yil cioxHble W paszHble mnaponu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3NIOYMBIIIJICHHUKY TOJIy4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3IOMalld, TO HEOOXOAMMO MPEAYMpPEIuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
no0aBJeHbl y TeOsS B JPY3bsX, O TOM, 4TO TeOS B3JIOMalM M, BO3MOXHO, OT TBOErO MMEHHU Oyjer
pacchuIaThCs ClaM M CChUIKU Ha (DUITMHTOBBIEC CAUTHI;

5. YcranoBu HazaexHbli napoib (PIN) Ha MoOOUITBHBIHN TeneoH;
6. OTKIII0YM COXpaHeHHe apois B Opaysepe;

7. He oTkpbiBail Qaiinbl U Ipyrue BIOKEHHs B MUCbMAaxX, AK€ €CIM OHM MPHUIUIM OT TBOMX
npys3eil. Jlydie yTouHH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (ailibl.

LUudpoBas penytauus

[ludppoBast pemyramus - 3TO HEraTMBHas WIM IO3UTHUBHAas HH(opManmus B cetu o Tede.
Komnpomerupytomas uHpOpManus, pa3MelleHHass B HWHTEpHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3UTbCs Ha TBOeW peanbHOH xu3HH. "Lludpomas penmyramus" - 3TO TBOW HMMUIK, KOTOPBIHA
bopmupyercst u3 nHGopMaIK 0 Tebe B UHTEPHETE.

TBoe MecTo JXKUTENbCTBa, y4eObl, TBOE (MHAHCOBOE IOJOXKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIUBACTCS B CETH.

MHorue mNOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K MyOJMKalMM JMYHOW HHPOpMaLUU B
WuTepHeTe, He MOHMMas BO3MOXHBIX MocieAcTBUM. Thl Jaxke HE CMOXKELIb JOTajarbCsi O TOM, YTO
¢dororpadus, pazMerieHHas 5 eT Ha3a[, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTtapuu, pasmenienne TBoux ¢ororpaduil u apyrue ASUCTBUS MOTYT HE MCUE3HYTH JaXe
Mocjie TOTO, KaK Thl MX yJNAIWIIb. Thl HE 3HACINIb, KTO COXPAaHWI 3Ty WHPOPMAIHIO, TIOTIaNa JH OHA B
MTOMCKOBBIE CUCTEMBI M COXpPaHWJIACh JIM OHA, a TJIABHOE: YTO MOIyMaroT O TeOe OKpY’Kalollue JIIOJIH,
KOTOpbIE€ HalayT U yBuAAT 3T0. HailiTh MHQOpMaLui0 MHOro JIeT CIyCTs CMOXET JII00OH - Kak M3
JOOpBIX MOOYXIEHHH, TAK U C HAMEPEHUEM NIPUUYUHHUTD Bpell. DTO MOXKET ObITh KTO YTO/IHO.

OcCHOBHBIE COBETHI MO 3aIIUTE [IU(PPOBOI permyTaIiu:
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1. ITogymaii, mpexze yeM yTo-TO IMyOJUKOBATh M IepeaaBarh y ceOs B 0j0re Win B COLMATIBHON
CETH;

2. B mHacrpoiikax npouis yCTaHOBH OTrpaHHUYEHHUS] HAa TMPOCMOTP TBOEro MNpOQWIss U €ro
COJIEP’KUMOT0, ClIeNall ero TOJIbKO "uist Ipy3en';

3. He pasmemaii u He ykaspiBaii MH(POpPMAINIO, KOTOpask MOXKET KOTO-TMOO OCKOPOJATHh WIIH
00MXKaTh.

ABTOpCKOe npaBso

CoBpeMeHHbIE HIKOJIbHUKH - aKTUBHBIE TI0JIb30BaTENN HUPPOBOro nmpoctpancTsa. OHAKO JalleKo
HE BCE€ 3HAIOT, YTO MOJb30BAaHUE MHOTMMH BO3MOXKHOCTAMHU HU(POBOro Mupa TpedyeT coOIo/IeHus
IIPaB Ha MHTEIJIEKTYaIbHY0 COOCTBEHHOCTb.

Tepmun  "UHTe/UIEKTyalbHasi COOCTBEHHOCTh"  OTHOCHUTCS K  PasIMYHbBIM  TBOPEHUSAM
YeJI0OBEYECKOr0 yMa, HayMHas C HOBBIX M300peTeHHMH M 3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCTH Ha
NPOAYKTHl M YCIYTH, W 3aKaH4YMBas KHUTaMH, ¢ororpadusMu, KUHODUIBMAMHU U MY3BIKAJIbHBIMHU
MIPOU3BEACHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIJICKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JUTEpaTypbl M HCKYCCTBAa. ABTOPCKME TIIpaBa BBICTYNAIOT B KAyeCTBE TIapaHTHH TOrO, 4YTO
WHTEJUIEKTYyalIbHBII/TBOPUECKUH TPyJ aBTOpa He OyJeT HamlpacHbIM, JacT €My CIpaBeIIuBbIe
BO3MOKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEro TpyJa, HOJYYHTh U3BECTHOCTh M NMpHu3HaHue. Hukro
0e3 paspelIeHus] aBTOpa HE MOXET BOCIIPOU3BOIUTH €0 IPOU3BEIECHUE, PACIPOCTPAHSTh, IIyOINYHO
J€MOHCTPHPOBATh, TMPOJaBaTh, HMIIOPTHPOBATh, IIyCKaTh B TPOKAT, ITyOJUYHO HCIIOJNHSATS,
MOKa3bIBaTh/UCHIOIHATH B 3(pupe min pa3meniats B HTepHeTe.

Hcnonp3oBaHue "mupaTckoro' mporpaMMHOIO 0OecrieueHus] MOXKET MIPUBECTH K MHOTUM PUCKaM:
OT TMOTepU JAHHBIX K TBOMM aKKayHTaM 10 OJOKHPOBKM TBOErO YCTPOMCTBA, TJ€ YCTaHOBIEHA
HeJleranbHasi mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JieTalbHbIE U OecIUIaTHBIC
MIPOrpaMMbl, KOTOPBIE MOXKHO HANTH B CETH.

O nopTane
CeTeBI/I‘lOK.p(I) - TBOM TJIAaBHBIA COBETYHUK B CETHU. 3,[[60]: Tbl MOXKCIb Y3HATh O 0€30IIaCHOCTH B

CETH TOHATHBIM U JOCTYIHBIM SI3bIKOM, a TP BOSHUKHOBEHMH KPUTUYECKOH CHUTYyalluM O0OpaTUTHCS 3a
COBETOM. A TakXe MPUHATH y4acTHE B KOHKYpPCaX M CTaTh CAMbIM ITU(PPOBBIM TPasKIaHUHOM !

ITpunoxxenue N 3
NAMATKA oNs POOUTENENW OB UHOOPMALIMOHHOWN BE3ONACHOCTU OETEN

Omnpenenenne TepmuHa "nHpopMannoHHas Oe30macHOCTh aerell” comepxkutcs B DeaepaibHOM
3akoHe N 436-®3 "O 3amure aeTeit oT nHPOpMAIHH, TPUIUHSIONICH Bpe/l UX 3J0POBBIO U PA3BUTHIO",
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PEryJupyIOIUM OTHOIIEHUS, CBSI3aHHBIE C 3aLIUTOM AeTell oT MH(OpMAIMK, MPUUUHSIIOMIEH Bpel UX
310pOBbI0 M (WiM) pa3BuTHIO. COrNIaCHO JaHHOMY 3aKOHY "MH(OpMalnMoHHas GE€30MacHOCTh JeTei" -
9TO COCTOSIHME 3alllMLIEHHOCTH, IPU KOTOPOM OTCYTCTBYET pHUCK, CBSI3aHHBIH C NPUYMHEHHUEM
nH(popMaliel Bpeia ux 340pOoBbio U (WiIH) pU3NUIECKOMY, ICUXUUYECKOMY, TyXOBHOMY, HDAaBCTBEHHOMY
Pa3BUTHIO.

B cuny ®enepanbHoro 3akona N 436-D3 uHpopManuen, MpUIHHSIIONIEH BpeI 3I0POBbIO U (WIIH)
Pa3BUTHUIO JIETEH, SIBISETCS:

1. nadopmarus, 3anpeneHHas 11 pacpoCTpaHEeHUs Cpe/iu JIeTel;

2. wuHpOpManus, paclpoCTpaHEHHE KOTOPOH OrpaHMYEHO CpeAu JAeTell  OompeaeNeHHbBIX
BO3PACTHBIX KaTErOpPHUil.

3. K uadopmanmm, 3anpemeHHon 11t pacripoCTpaHEeHUs CPEH €T, OTHOCHUTCS:

4. uadopmanus, noOyxaaromas IeTed K COBEPLICHUIO JEHCTBHM, MPEACTaBISIOIUX YIpo3y UX
KHU3HU U (UIIH) 37J0POBBIO, B T.4. IPUUMHEHUIO BpeJa CBOEMY 30POBBIO, CAMOYOUICTBY;

5. cnocoOHOCTH BBI3BATh Yy JIETEH JKelaHue YyIoTpeOUTh HApKOTHUYECKUE CPEICTBA, ICUXOTPOITHBIE
u (WIM) OypMaHHUBAIOIIME BEUIECTBA, TaOauHble M3JENHA, AIKOTOJIBHYI0 U CHHPTOCOJEPIKAILYIO
MPOJYKIIUIO, TMBO W HAIIUTKHU, U3TOTaBIMBAEMbIE Ha €r0 OCHOBE; NMPUHATh YYaCTHE B a3apTHBIX Urpax,
3aHUMATbHCS MPOCTUTYLIHEHN, OPOISKHIUUECTBOM MITU HOMPOLIAtHIYECTBOM;

6. OGOCHOBBIBaIOH_[aH Wi ollpaBAbIBaromiasg AOIYCTUMOCTb HACWIINA H (I/IJ'II/I) ’KECTOKOCTH 1100
no6y>1<z1a10111a51 OCYHICCTBJIATD HACUJIIbCTBCHHBIC JEUCTBUS O OTHOILICHHUIO K JIFOASIM U KHNBOTHBIM,

7. oTpULIAIOIIAs CEMEHWHbIE IEHHOCTH U (POPMHPYIOLIasi HEyBaKEHHE K POJUTEISM U (MITH) JPyTUM
YJIEHAM CEMbH;

8. olpaBAbIBaIOIAsl IPOTUBOIPABHOE ITOBECHMUE;
9. coneprkaliasi HELIEH3YpHYIO OpaHb;
10. coneprkatas HHGOpPMALUIO MOPHOrpaGUUECKOro XapaKkTepa.

K undopmanunu, pacnpocTpaHeHHe KOTOPOH OrpaHMYEHO CpeAu AeTed ONpeleeHHOro BO3pacTa,
OTHOCHTCS:

1. nadopmanus, npeacTapisiemMas B BUAC U300paKeHUS WM ONMHUCAHUS )KECTOKOCTH, (PU3UIECKOTO
U (WJIH) TICHXHUYECKOTO HACHIIUS, TPECTYIJICHNUS WIM MHOTO aHTHOOIIECTBEHHOTO JICHCTBHS;

2. BBI3bIBAIOUIAs y JAETEH CTpax, yKac WM MaHUKY, B T.4. MpeACTaBiisieMas B BUJE MU300paskeHuUs
WIA ONKMCAaHUS B YHIKAIOIIEH 4YelI0BEYEeCKOe JOCTOMHCTBO (popMe HEHACHIbCTBEHHOW CMeEpTH,
3a0oJeBaHus, CAMOYOHIICTBA, HECYACTHOI'O CITyyasi, aBapuy WK KaTacTpo(bl U (UIIM) UX HOCIEACTBHIA;

3. mpezAcTaBnsieMasi B BUJE U300paKEHUS WM OMMCAHUS TOJOBBIX OTHOIICHUH MEXKIY MYXYMHON
U SKSHIIUHOM;

4. coneprxarasi OpaHHBIE CIIOBA U BHIPAKEHUSI, HE OTHOCSIINECS K HEIEH3YpHOW OpaHH.
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C yueroM storo Bam mnpemmaratorcss mpaBuia paboThl B ceTd MHTepHET A pa3inyuHbIX
BO3PACTHBIX KaTeTOpUi, COOIIIOIEHHE KOTOPBIX MO3BOJIHUT 00€CednTh HH(POPMAIIMOHHYIO 0€30MacHOCTh
BallluX JIETE.

O6wue npaBuna gnsa poauTenen

1. He3zaBucumo oT Bo3pacTa pebeHKa MCIONb3yHTe MporpaMMHOe obecreueHHue, MOMOorarolee
¢uIbTpOBaTh W KOHTPOJIMPOBATH HMH(OpMAIMIO, HO HE IOJIaraiTech IMOJHOCTBIO Ha Hero. Bare
BHUMaHHE K PeOCHKY - TJIABHBIA METO/ 3alUTHI.

2. Ecnmu Bam peGeHOK MMeeT akKayHT Ha OIHOM W3 coluainbHbIX cepBucoB (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMATEIbHO H3y4HUTE, KaKyl0 HH(OPMALMIO IOMEIIAIOT €ro
YYaCTHHKHU B CBOUX MpoduiIiax u 6jorax, BKIto4das Gororpaduu u BUAECO.

3. IlpoBeppTe, ¢ KakUMU APYTUMHU CaliTaMU CBS3aH COIMANBHBIA cepBUC Bamrero peGeHka.
Crpannuku Bamrero pebeHka MOryT ObITh O€30MacHBIMH, HO MOTYT M COJEp)KaTh CCBUIKA Ha
HEXeJIaTeJIbHbIE U OINAacHbIE CAMThl (HAalpUMeEp, MOPHOCAUT, UM CAaWT, HA KOTOPOM JPYI YIIOMHHAET
HOMep coToBOro Tenedona Bamero pedenka wim Bam gomarnramii agpec)

4. [NoompsiiTe Bammx nererr coodmars 000 BCEM CTPAaHHOM HJIA OTTAJIKHUBAIOIIEM U HE CIIMIIIKOM
OCTPO pearupyure, KOTJla OHH 3TO JENaroT (M3-3a OMACEeHMs MOTEPATh NOCTyn K MHTepHeTy netu He
TOBOPST POJUTENSM O MpodIeMax, a Takke MOTYT HauaTh MCIIOJIb30BaTh IHTEpHET BHE JOMa U IIIKOJIbI).

5. Byabte B Kypce ceTeBoi xu3HU Barero pebenka. MHTepecyiTech, KTO UX Apy3bs B IHTEepHET
TaK K€, KaK UHTEPECYETECh PECAIbHBIMU JIPY3bsIMH.

Bo3spacTt ot 7 o 8 ner

B UnTepHeTe peGeHOK cTapaeTcs NOCETUTh T€ MU MHbIE CAaliThl, @ BO3MOXHO U YaTbl, pa3peleHne
Ha TOCEIIEHUE KOTOPhIX OH HE MOydmi Obl OT poaurteneid. [ToaTtoMy poauTensM 0COOEHHO MOJIE3HbBI
OyAyT Te OTYeThl, KOTOpbIE MPEIOCTABISIOTCA MPOrpaMMaMH IO OrPAaHUYEHHUIO HCIIOJIB30BAHUS
Wurepnera, T.e. PoaurenbCkuil KOHTPOJIb UM TO, YTO BBl CMOXKETE YBHUJIETh BO BPEMEHHBIX (ailnax. B
pe3ynbTare, y pedeHka He OyAeT OIIYIIeHHS, YTO 3a HUM BEJETCS MOCTOSHHBIA KOHTPOJb, OJHAKO,
poauten OyIyT MO-NIPEXKHEMY 3HaTh, KaKMe CalThl IocelaeT ux pedeHok. JleTh B JaHHOM BO3pacTte
00J1aJ]al0T CHJIBHBIM YyBCTBOM CE€MbH, OHU JIOBEPUMBBHI U HE COMHEBAIOTCS B aBTOpUTeTax. OHU JIIOOAT
UTPaTh B CETEBBIC UIPHI U IYTELIECTBOBATH 110 MHTEpHETY, UCIIOIB3Ysl DJIEKTPOHHYIO IOYTY, 3aXOAUTh
Ha CalThl U 4aThbl, HE PEKOMEHIOBAaHHBIE POAUTEIISIMHU.

Cosetsl 110 Oe3o0macHocTH B cetr UHTEpHET 11 neteit 7 - 8 net

1. Co3paiiTe CIMCOK JOMAIIIHUX MpaBWJ TMocemeHus MHTepHeTa npu ydacTuu JeTed u Tpedyire
€r0 BBITOJHEHUS.

2. TpeOyiite ot Bamero peGenka coOaro1eHUST BpEMEHHBIX HOPM HAaXOXACHUS 32 KOMIIBIOTEPOM.
[Tokaxxute peGeHky, uto Bel HabmaromaeTe 3a HUM HE MOTOMY 4TO Bam 3T0 Xouercs, a moToMy 4to Bbl
0ecroKouTeCh 0 €ero 0€30MaCHOCTU U BCEra FOTOBBI €EMY IIOMOYb.

3. Komnbeiotep ¢ moakimtoueHueM K WHTEepHETY MOHKEH HAXOIUThCA B OOIIEH KOMHATE IO
MPUCMOTPOM POJUTEINECH.
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4. I/ICHOHB3YﬁTe CIICOUAJIBbHBIC JCTCKHUEC IIOMCKOBBIC MAallIMHBI.

5. Hcnonw3yiite cpenctBa OJOKMPOBAHMS HEXKENATEIbHOTO KOHTEHTAa KaK JIOMOJHEHHE K
CTaHJapTHOMY PoauTenbckoMy KOHTPOJIIO.

6. Co3maiiTe ceMEWHBIN 3JICKTPOHHBINA SIIUK, YTOOBI HE MO3BOJHUTH JIETIM HUMETh COOCTBCHHBIC
azpeca.

7. BHOKHPYIZTC AOCTYyII K calitaM ¢ OeCIIaTHBIMU ITOYTOBBIMU SIUKaMyd C  IIOMOIIBIO
COOTBETCTBYIOLICTO IMTPOrpaMMHOT'O obecneyeHus..

8. Ilpuyunte aereil coBeroBaThbcs ¢ Bamu mepen onmyOnMKOBaHMEM Kako-1uOo0 MH(OpMaIuu
CpeACTBaMU 3JICKTPOHHOM MOYTHI, YaTOB, PETUCTPAMOHHBIX (hopM U mpoduiIe.

9. HayuuTe nereil He 3arpy»ath (ailjibl, IpOrpaMMbl UJIM MY3bIKY O€3 Balllero COrjacusl.
10. He pa3pemraiite 1eTsM UCIIOIB30BaTh CITY>KObI MTHOBEHHOTO 0OMEHA COOOIICHUSIMHU.

11. B "GenpIii" cIMCOK CaliTOB, pa3peIieHHBIX ISl TIOCEIICHUS, BHOCUTE TOJIBKO CAaUThI C XOpOIIeh
pernyrauuei.

12. He 3a0bIBaiiTe GeceoBath ¢ 1eTbMH 00 UX Apy3bsix B MHTepHeTe, Kak eciu Obl pedb Iuia o
JPY3bsX B pPEAILHOM KU3HU.

13. He nenaiite "Taby" u3 BOIPOCOB IMOJIOBOM *U3HHU, Tak Kak B VIHTepHETE E€TU MOTYT JIETKO
HATKHYTHCSI HA TOPHOTpaUI0 WIK CalUThI " 7151 B3pOCIBIX".

14. ITpuyunte Bamero pebenka cooOIarh BaM O JIOOBIX yrpo3ax WM TPEBOTaxX, CBSI3aHHBIX C
I/IHTepHeTOM. OcraBaiTech CHOKOMHBIMH M HAIIOMHHUTE JACTAM, YTO OHHU B 6630H8.CHOCTI/I, €CJIn caMu
paccka3ajii BaM O CBOUX TpPCBOrax. IToxBanure ux u HOCOBCTyﬁTC HOﬂOﬁTH CIIC pa3 B HO,Z[O6HBIX
clly4asx.

Bo3pact geten ot 9 oo 12 ner

B JaHHOM BO3pacCTE ACTH, KAK IIPABUJIO, YK€ HACIIBIINIAHBI O TOM, KaKas I/IHCI)OpMaI_II/I}I CyHICCTBYCT
B I/IHTepHeTe. COBCleICHHO HOPMAJIbHO, YTO OHH XOTAIT 3TO YBUACTL, IPOYCCTh, YCIIbIIIATD. HpI/I 3TOM
HY>KHO TOMHHTB, YTO JOCTYNl K HEXEJAaTeJIbHbIM MaTepHuajaM MOXHO JIETKO 3a0JIOKUpOBATh NPHU
ImoMoI1u CpeacTB POI[I/ITCJ'II)CKOFO KOHTPOJIA.

CoBeThl 10 0€30IIaCHOCTH [UIs neTeit oT 9 1o 12 ner

1. Cozpaiite cruCOK JOMAIIHUX MpaBUI HocemieHus: VHTepHeT npu yyacTuu Jeted u tpedyite
€r0 BBINOJIHEHHUS.

2. TpeOyiite ot Bamero pebenka coOII0ACHISI HOPM HAXO0XICHUS 32 KOMITBIOTEPOM.

3. HabOmroatiTe 3a peOCHKOM P paboTe 32 KOMIIBIOTEPOM, TIOKKUTE €My, 9TO BbI OecriokonTech
0 ero 0e30MacHOCTH U BCET/1a TOTOBBI 0Ka3aTh €My MTOMOIIIb.

4. KommpioTep ¢ moakiatoueHueM B VHTEpHET MOJDKEH HAxXOIUThCS B OOIIEeH KOMHATE IOJ
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IPUCMOTPOM pOIUTENEH.

5. Hcnonw3yiite cpenctBa OJOKMPOBAHMS HEXKENATEIbHOTO KOHTEHTAa KaK JIOMOJHEHHE K
CTaHJapTHOMY PoauTenbckoMy KOHTPOJIIO.

6. He 3a0bIBaiiTe MpUHIMATH HETIOCPEACTBEHHOE yUacTHe B )KHU3HH peOeHKa, OeceioBaTh ¢ AeTbMU
00 ux npy3bsx B HTepHeTe.

7. HacrauBaiiTe, 4TOOBI JAETH HUKOIJA HE COIVIAIIAIUCh HAa JMYHBIE BCTPEUU C JIPY3bAMHU IO
HNurepnery.

8. [To3BousiiTe AETSAM 3aXOIUTh TOJIBKO HA CAalThI U3 "0enoro" crucka, KOTOPBIA cO37aiiTe BMeCTe
C HUMU.

9. Ilpuyuute nerell HUKOIIAa HE BbIIABATh JIMYHYIO HMH(OpPMALMIO CPEACTBAMHU 3JIEKTPOHHOMN
MOYThl, YaTOB, CHCTEM MIHOBEHHOTO OOMeHa COOOIICHUSIMH, PETUCTPALMOHHBIX (POPM, ITHUHBIX
npoduiielt ¥ Ipy perucTpaluy Ha KOHKypcsl B IHTepHere.

10. ITpuyuute nereit He 3arpyxartb nporpammsl 6e3 Bamiero paspemenus. OObsICHUTE UM, YTO
OHHU MOTYT CIIy4YaiHO 3arpy3uTh BUPYChI WJIH JPYroe HexXeaaTeabHOe MPOrpaMMHOE 0OecieueHue.

11. Co3paiite Bamemy pebeHKy OrpaHHUEHHYIO YYCTHYIO 3aIlUCh I PaOOTHI HA KOMITBIOTEPE.

12. IMpuyunte Bamero peberka cooOmars BaM O JIOOBIX Yrpo3axX MM TPEBOTax, CBA3aHHBIX C
Wurtepnerom. HamomuuTe nersiM, 4to OoHM B 0€30MACHOCTH, €CIIM CaMHU pacCKa3ald BaM O CBOMX
TPEBOTax U ONACCHUSIX.

13. Pacckaxure netsim o nopHorpaduu B IHTEpHETE.

14. HactauBaiiTe Ha TOM, YTOOBI JIETH MPEJOCTABIISIIM BaM JOCTYI K CBOEH 3JIEKTPOHHOW moYTe,
9TOOBI BBl YOCIMIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.

15. OObsicHUTE AETAM, YTO HENb3s MCIONb30BaTh CETh ISl XYJIMIAHCTBA, PacHpOCTPAaHEHUS
CIUIETEH WJIN yTPO3.

BospacT geten ot 13 no 17 ner

B 53TOM BO3pacre MNOAPOCTKM AKTUBHO MWCIOJB3YIOT IIOMCKOBBIE MAIIMHBI, IOJIb3YIOTCA
AJIEKTPOHHON TOYTOH, CIIy’KOaMU MTHOBEHHOTO OOMEHA COOOIICHUSIMH, CKAUMBAIOT MY3bIKY W (DUITBMBEI.
ManbunkaM B 3TOM Bo3pacTe OoJbllie 10 HpaBy CMETaThb BCE OIPAHUYEHHUS, OHU KaXIyT Ipydoro
IOMOpa, a3apTHBIX UTP, KApTUHOK "ams B3pocibix". J[eBOUKHM MpearnodyuTaroT o0maTtbes B yaTax, Npu
3TOM OHH ropazzio 0oJiee UyBCTBUTENBHBI K CEKCYallbHBIM JOMOTraTenbcTBaM B MHTepHETE.

3auyacTylo B JAHHOM BO3pacTe POJIUTENAM YXKE BECbMa CII0)KHO KOHTPOJIMPOBATh CBOUX JIETEH, TaK
Kak 00 lHTepHeTe OHM yX€ 3HAIOT 3HAYUTEIBHO OOjblIe cBOUMX poxauteneil. Tem He MmeHee, He
oTmyckaiite aereii B "cBoOomnoe miaBanme" mo WHTepHery. Crapaiitech aKTMBHO Y4YacTBOBAaTh B
obmennu pedbenka B UHTepHeTe.

Baxno IO-MPEKHEMY CTPOIro CO6J'IIOI[aTB ImpaBujia I/IHTepHeT-6e3OHaCHOCTI/I - COrJIallICHUEC MCKIY
poauTeisiMuU U OCTbMHU. KpOMe TOro, HGO6XOI[I/IMO KaK MOXKHO 4Yall¢ IMIpoCMaTpuBaTb OTYCTBHI O
JIeITeIbHOCTA ACTEell B I/IHTepHGTG. CneayeT O6paTI/ITL BHUMAHUC Ha HGOGXOI[I/IMOCTB COJACPpIKaHUA
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<Mucemo> MuHobpHaykn Poccum ot 14.05.2018 N 08-1184
"O HanpaeneHun nHdbopmaummn”
(BMecTe ¢ "MeToanYecKMMN pekoMeHaaALMSMHA O...

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 29.03.2022

POIUTENBCKUX Mapoiiell (maposieil aMUHUCTPATOPOB) B CTPOIOM CEKpeTe M OOpaTHTh BHHMaHHE Ha
CTPOTOCTh 3TUX MAPOJIEH.

CoBeTbl 110 0€30MMacHOCTH B 3TOM Bo3pacTe ot 13 mo 17 ner

1. Co3pmaiiTe cnMCOK IOMalmIHUX IPaBWI INOCElleHHs MHTepHeTa mpu ydacTun MOAPOCTKOB U
TpeOyiiTe 0e3yCIOBHOrO €ro BbINOIHEHUs. OOropopure ¢ peGEHKOM CIHCOK 3alpelieHHbIX CAlTOB
("uepHblii ciucok"), yacsl paboThl B IHTEpHETE, pyKOBOJACTBO 10 00I1IeHuI0 B VIHTepHeTe (B TOM 4ucie
B UaTax).

2. Kommbrotep ¢ NOAKIIOUeHHEM K ceTh HTepHET H0IKeH HaXOAUThCS B 001I1ei KOMHATE.

3. He 3a0biBaiiTe OecenoBaTh C J1eThbMHU 00 MX JApy3bsiXx B VHTepHeTe, O TOM, 4eM OHM 3aHSTHI
TaKuM 00pa3oMm, OYJITO pedb UJET O APY3bIX B peajbHOU Ku3HHU. CpaluBaiTe o JHOIIX, C KOTOPHIMHU
JIETU OOIIAFOTCS MOCPEACTBOM CIY’KO MTHOBEHHOT'O OOMEHA COOOIICHUSIMU, YTOOBI YOSIUTHCS, YTO ATH
JIFOY UM 3HAKOMEL.

4. Hcnonb3yiiTe cpeicTBa OJOKMPOBAHUS HEXKENATeIbHOIO KOHTEHTAa KakK JIOTOJIHEHHE K
CTaHJapTHOMY PoauTenbckoMy KOHTPOJIIO.

5. HeoOGxomuMo 3HaTh, KAKMMH 4YaTaMu MOJbB3y0Tcs Bamm geru. Iloompsiiite mcnonbp3oBaHue
MOJIEpPUPYEMBIX YAaTOB M HacTauBalTe, YTOOBI J€TH HE OOIIAIMCH B IPUBATHOM PEXKHUME.

6. HacrauBaiite Ha TOM, 4TOOBI NE€TH HUKOIJAa HE BCTPEUAIMUCh JIMYHO C JPY3bsIMHU M3 CETH
Hurepner.

7. Ilpuyunte neTeil He BbIaBaTh CBOIO JIMUHYIO MH(OPMAIMIO CPECTBAMHU JICKTPOHHOM MOYTHI,
94aToOB, CUCTEM MTHOBEHHOTO OOMEHa COOOIICHUSMH, PETHCTPALIMOHHBIX (OPM, JIMYHBIX Mpoduiei u
MIPU PETHCTpAliU Ha KOHKYPCHI B MIHTEpHETE.

8. [IpuyunTte aereit He 3arpyxarh nporpamMmel 6e3 Bamrero paspemenns. OObsICHUTE UM, UTO OHU
MOTYT CIIy4alHO 3arpy3UTh BUPYCHI M APYTroe HEeXKeNaTeIbHOe MPOrpaMMHOe obecrieueHHe.

9. Ilpuyunte Bamero pebGeHka cooOmaTh BaM O JIIOOBIX Yrpo3axX WM TPEBOTaxX, CBA3AHHBIX C
WutepHerom. HamomHuTE A€TsAM, YTO OHM B OE30MACHOCTH, €CIM CaMHU paccKasald BaM, O CBOUX
yrpo3ax uwiu tpeBorax. [loxBanuTe nx v ocoBeTyITe MOJONTH €IE pa3 B IOJAOOHBIX CIyYasX.

10. Pacckaxure nersim o mopHorpadguu B WHTrepnere. Ilomorure um 3amuTuThCA OT Cllama.
Hayuute nonpocTkoB He BbIIaBaTh B MIHTEpHETE CBOETO PEAIIBHOTO 3JIEKTPOHHOTO aJpeca, HE OTBEYaTh
Ha HeXeJlaTeJIbHble MMChMa U UCIOJIb30BaTh ClIELUANIbHbIE TIOYTOBbIEC (PHIIBTPHI.

11. [Ipuyunte cedst 3HAKOMUTBCS € CAalTaMH, KOTOPbIE ITOCELIAI0T MOJIPOCTKH.

12. HayuuTte nereii yBaxkaTb Jpyrux B HUHTepHeTe. Y O€IUTECh, YTO OHU 3HAIOT O TOM, YTO MpaBHiia
XOpOILIETO MOBEACHMS IEUCTBYIOT BE3JIE - 1a’K€ B BUPTYyaJIbHOM MHUpE.

13. OObsicHUTE OEeTsAM, YTO HM B KOEM ClIy4ae HeJb3sl MCMOJb30BaTh CeTh U1l XYJIMTaHCTBA,
pacrpoCcTpaHeHHUs CIJIETEH WIH YIPO3 IPYTUM JTFOJISM.

14. OOcynure C MOAPOCTKAMH MPOOJIEMBI CETEBBIX a3apTHBIX WUIP W HMX BO3MOXHBIM PHUCK.
Hanowmuwute, 4T0O 1€TH HE MOTYT UTPaTh B 3TH UTPHI COTIACHO 3aKOHY.
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 29.03.2022

[ToctosiHHO KOHTpONUpPYHTE Hcnonb3oBanue MHTepHera Bamum pebenkom! DTo He HapylieHHe
€ro JMYHOTO TIPOCTPAHCTBA, a Mepa IMPEAOCTOPOKHOCTH U TMposiBIeHHWE Bamelt poautensckoit
OTBETCTBEHHOCTHU U 3a00TEL.

www.consultant.ru CrpaHvua 18 u3 18
HafeXHasa npaBoBas noaaepXxka


https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru
https://www.consultant.ru

	Письмо
	Приложение. Методические рекомендации о размещении на информационных стендах, официальных интернет-сайтах и других информационных ресурсах общеобразовательных организаций и органов, осуществляющих управление в сфере образования, информации о безопасном поведении и использовании сети "Интернет"
	Информационные стенды
	Средства массовой информации
	Официальные Интернет-ресурсы
	Приложение N 1. Памятка для обучающихся об информационной безопасности детей
	Нельзя
	Осторожно
	Можно

	Приложение N 2. Информационная памятка для обучающихся для размещения на официальных Интернет-ресурсах
	Компьютерные вирусы
	Сети WI-FI
	Социальные сети
	Электронные деньги
	Электронная почта
	Кибербуллинг или виртуальное издевательство
	Мобильный телефон
	Online игры
	Фишинг или кража личных данных
	Цифровая репутация
	Авторское право
	О портале

	Приложение N 3. Памятка для родителей об информационной безопасности детей
	Общие правила для родителей
	Возраст от 7 до 8 лет
	Возраст детей от 9 до 12 лет
	Возраст детей от 13 до 17 лет



