NHOOPMALIMOHHAA [TAMATKA
JU OBYUAIOHINXCA AJIS PASMEIEHW A
HA OOUIIMAJIBHBIX MHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKU B HUHTEPHETE CTAHOBUTHCA OoJIblIE, a
IIKOJIbHUKM OJIHM W3 CaMbIX aKTHUBHBIX IOJb30BaTenel PyHera. Mexny tewm,
MIOMUMO OTPOMHOT0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U TPOOIeMbl. JTa
namsiTKa JOJDKHA MOMOYb Te0e 6e301acHO HaXOUTHCS B CETH.

KomnerorepHsie BUPYChI

KomnbloTepHblii BUPYC - 3TO pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOTPaMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHIO.
B nononHeHue Kk 3TOMy, BUPYCHl MOTYT MOBPEAUTH UM MOJHOCTHIO YHUUTOXHUThH
Bce (haiiyIbl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTOo Obliia
3alylleHa 3apa)X€HHAs IporpaMMa, a TAKXKE MOBPEIUTh WIH AK€ YHUUTOKUTH
OTIEpaAllMOHHYIO CHCTEMY CO BceMu daiiamu B 11eJoM. B OOJIBIIMHCTBE CllydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTobl 3alIUThI OT BPEIOHOCHBIX MPOrPAMM:

1. Mcrionb3yii COBPEMEHHBIE ONIEPALMOHHBIE CHCTEMBI, IMEIOLIUE CEPhE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. [locTossHHO ycTaHaBiaMBai madTH (UUQPOBBIE 3aIlIaTKU, KOTOPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPYTHe
OOHOBJIEHUS CBOEH ONEepalMOHHON cucTeMbl. CkaunBai UX TOJIBKO C O(UIIMATBHOTO
caiita pazpadbotunka OC. Eciu cyiecTByeT peKuM aBTOMaTUYECKOr0 OOHOBJICHUS,
BKJIIOYH €T0;

3. PaboTaii Ha cBOeM KOMIIBIOTEpE TIOJl TpaBaMH IIOJIH30BaTENsA, a HE
aIMUHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
WHCTAJJIUPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. cionb3yit  aHTUBUPYCHBIE TPOTPAMMHBIC  TMPOJIYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIL;

6. Vcnonb3yit BHENIHUE HOCUTEIN WH(MOpMAINK, Takue Kak Quielika, JUCK
WK (aitn u3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEpHBIC (ailyibl, MOJYYCHHBIE M3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailsbl, KOTOpbIE MpUcaan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cetu WI-FI

Wi-Fi - 370 He BHI niepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OpeHI,
mapka. Eme B 1991 roay HuaepiaHickash KOMITAHUS 3aperucTpupoBajia OpeH.
«WECA», uto o6o3nayano cinoBocoueranue «Wireless Fidelity», koropsrii
MIEPEBOIUTCS KaK «OeCTIpOBOAHAS TOUHOCTH.

Jlo Hamiero BpeMeHH JIoIuIa apyras abbpeBuarypa, KoTopas sSBISI€TCS TaKOU
e TexHojoruen. Jto abOpemarypa «Wi-Fi». Takoe Ha3BaHue ObUIO AaHO C
HAMEKOM Ha CTaHJIapT BbICIICH 3ByKOBO# TexHuku Hi-Fi, uto B mepeBoje o3HayaeT
«BBICOKAsI TOYHOCTBY.



Jla, OecriyaTHBIM MHTEPHET-AOCTYN B Kade, OTeIsIX U adporopTax sSBISETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTHE 3KCIIEPTHI CUMUTAIOT, UTO
obmenoctynusic Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIE0CTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii CBOIO JIMUHYIO HHpOPMAIIHIO Yepe3 oomienoctynubie Wi-Fi
cetu. PaboTas B HUX, jKeJlaTeIbHO HE BBOAUTH MAPOJIU JIOCTYTIA, JIOTUHBI U KaKue-
TO HOMEpa;

2. Ucnonb3yit 1 0OHOBJISIIT aHTUBUPYCHBIE MTPOrpaMMbI U OpaHamayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. lIpu ucnonwszoBanuu Wi-Fi otkmoun dpynkiumio «O6muit moctyn K aiinam
u npuHTepam». JlaHHas GyHKIUS 3aKpbiTa MO YMOJTYaHHUIO, OJHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIIOJIb30BaHUs B paboTe i yuebe;

4. He wucnonws3yit nyOmuwunasnidi WI-FI nmns mepemaunm JIWYHBIX JTaHHBIX,
HaIpUMeED, JUIsl BBIXO/1Aa B COLMATIBHBIE CETU UITU B DJIEKTPOHHYIO MOYTY;

5. Mcnonb3y# TOJIbKO 3amuiieHHoe coequnenue uepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun (ynkiuio "Tloakmouenue k Wi-Fi
aBromatudecku". He momyckail aBTOMaTH4YeCKOTrO MOIKIIOUEHUSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

CounaibHbie CETH

CornuanpHbIe CETH aKTUBHO BXOJAT B HAITy KHU3Hb, MHOTHE JIIOIU PabOTaroT
1 KUBYT TaM MOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIJITHAP.T YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpPMAIHs, pa3MEIICHHasS UM B COIIMAIBHBIX CETIX, MOXKET
ObITh HaliJileHa W WMCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE€ HE 005S3aTeIbHO C
OJIaruMU HaMEPEHUSIMHU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb cUCOK apy3eil. Y TeOs B APY3bsiX HE JOHKHO OBITh CITy4alHbIX
Y1 HE3HAKOMBIX JIIOJICH;

2. 3amuinai CBOIO YacTHYIO >Xu3Hb. He ykaswpiBali mapoinu, TenaedOHbI,
ajapeca, JaTy TBOETO POXICGHUS U YTyl JIHYHYIO  HHGOPMAIIHIO.
3110yMBIIUICHHUKHA MOTYT UCITOJIB30BaTh JakKe MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amuiiail CBOIO penyTaIuio - AEp>KU €€ B YUCTOTE U 3a7aBait cede BOMpocC:
xoTen OBl Thl, YTOOBI JPYTHE IIOJH30BATEIN BHJCIH, UYTO Thl 3arpy’kKaciib?
[Toxymaii, mpesk/ie YeM 4TO-TO ONMyOJUKOBATh, HAIUCATh U 3aTrPy3UTh;

4. Eciia ThI TOBOPHUIIB C JIFOABMH, KOTOPBIX HE 3HAElIb, HE UCIOJIb3YH CBOE
peagpbHOe UMS U IPYTYIO JUYHYIO WH(OpMAIUU: UMS, MECTO >KHTEIIbCTBA, MECTO
y4eObl U poyee;

5. N3berait pazmemenus ororpaduii B IuTepHeTe, rae Tol H300pakeH Ha
MECTHOCTH, IO KOTOPOI MOKHO OTIPEEIUTh TBOE MECTOTIOJIOKECHHE;

6. [Ipu peructpammu B COIUATBHOW CE€TH HEOOXOJAMMO UCIOJIb30BaTh

CJIOHBIE TIAPOJIH, COCTOSIIUE U3 OYKB U (P U C KOJTUISCTBOM 3HAKOB HE MECHEE
8;



7. Jlns colMambHOM CETH, TMOYTHl M JAPYTUX CaTOB HEOOXOIUMO
UCII0JIb30BaTh pa3Hble nmapoyu. Toraa eciau Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKH
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DIIEKTPOHHBIE IEHBI U

DNEeKTpOHHBIE JIEHBIM - 3TO OYEHb YAOOHBIM CrmOco0 miiaTexei, OJHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.

DJIEKTPOHHBIE IEHBI'H MOSIBUIIMCH COBCEM HEIABHO M UMEHHO M3-3a 3TOTO BO
MHOTHX T'OCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHr (yHKIIMOHUPYIOT U O HUX YK€ MPOIMCAHO B 3aKOHE, T/I€ UX
pa3zeNsaoT HA HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcs MPOBOAUTH oOmepanuu 0e3
UACHTU(UKAIINY TT0JIH30BATEIsI, @ B HCAHOHUMHBIX WIACHTU(MUKAIUS TTOTH30BaATEISA
SBIISIETCS] 00S3aTEIHHOM.

Taxxke cruenyer pas3nuyaTh dSJIEKTPOHHBIE (QuaTHble JACHBIU (pPaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHON PadOTe C INECKTPOHHBIMU JIEHbAMU:

1. [IpuBsxu K cyeTy MOOMIIbHBIN TesieOH. ITO camblil yI0OHBIN U OBICTPHIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. llpuBsizaHHBIN TeneoH MOMOXKET, €CiH
3a0y/ielib CBOM IJIATEKHBIA Mapoib WM 3aiijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucrionp3yit omHOpa3oBbie mapoiu. llociie mepexoma Ha YCHUICHHYIO
aBTOpHU3alMI0 TeOe yke He OyleT yrpoKaTh OMACHOCTh KpakKHM WM IepexBaTa
IJIATEKHOTO MapOJIs;

3. Beibepu cnoxubiii maponb. [IpecTymuukam OyneT HE MPOCTO yrajaaTh
CJIOXHBIN naposbs. HagexHsle mapoiu - 3To mapoiu, KOTOPbIE COEpkKaT HE MEHee
8 3HAKOB M BKJIIOYAIOT B C€0s1 CTPOUYHBIEC U MTPOMKUCHBIE OYKBBI, IU(PPHI K HECKOJIBKO
CUMBOJIOB, TaKuM€ KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIIATENIbHBIA 3HAK M T.II
Hanpumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CalTax, KOTOPBIM HE JIOBEPSCIIIb.

DJIEKTpOHHAs o4YTa

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHS U MPEIOCTABIISIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOIYYECHHIO JIEKTPOHHBIX COOOIIEHUN, KOTOPbIE paclpeaensoTcs B
KOMMBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJSIUT
CJIeIyIOIUM 00pa3oM: UMsI_TOb30BaTeNsi(@umMs_JomeHa. Takxe Kpome nepeaadu
MIPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh MIEpeiaBaTh (pailibl.

OCHOBHBIE COBETHI 110 0€30MaCHON padOTe C INEKTPOHHOMN MOYTOM:

1. Hago BbIOpaTh NpaBWIIBHBIA MOYTOBBIM cepBHC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlle IOBEPSAThH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBail B TUYHOM MouTe JUUHYI0 MHbopmaruio. Hanpumep, myurie
BbIOpaTh «My3bIKaNbHbIN _(panat@» mm «pok2013» BmecTo «remal 3y,

3. Ucnonp3yil ABYXATamHyr aBTOPH3aIlMI0. DTO KOrJa MOMHUMO TMapoJis
HY>KHO BBOJUTH KO/I, TpUChUIaeMbIil o SMS;



4. BeiOepu CIOXKHBIN Maposib. [t KaXA0ro Mo4YTOBOrO SIIKKA T0JKEH OBbITh
CBOM HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NapOJib;

5. Ecnim ecTth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Uconb3yi HECKOJIBKO IMOYTOBBIX SIIHMKOB. IlepBBI I 4YacTHOM
MEPEINNCKU C aipecaTamMu, KOTOPBIM Thl JOBEPSEHIb. JTO AJIEKTPOHHBIN agpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMU Ha OopyMaxX U CalTax;

7. He oTkpeiBail (ailnibl ¥ Ipyrue BIOXKEHHUS B MHUCbMAax, JaXKE €CIU OHH
NPUILUIA OT TBOMX Apy3el. Jlydille yTOUHM y HUX, OTIPABISIIM JIM OHH TEOE ITH
Gaitnbr;

8. [locne oxoHuaHWs pabOTHI Ha TMOYTOBOM CEpPBHCE IMEpell 3aKPHITHEM
BKJIAJIKH C CAUTOM He 3a0y/1b HAKATh Ha «BBIATHY.

KuGepOymiauHr nin BUPTyaaIbHOE U3/I€BATEIHCTBO

KubepOymmuar -  mpeciieqoBaHUE  COOONICHUSIMHU,  COJIEp KAIlUMHU
OCKOpOJIeHUS, arpeccuio, 3aIyTMBaHNUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHUPOBAHUE C MOMOLIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00PHOE ¢ KHOESPOYIITMHTOM:

1. He Gpocaticsa B 60ii. JIydmmii crmoco6: mocoBeToBaThCs Kak ceOsl BECTH U,
€ClIi HEeT TOro, K KOMy MOKHO OOpaTHTbCs, TO BHadajle YCIOKOUTbCA. Ecimu Thl
HAYHELIb OTBEYaThb OCKOPOJEHMSIMHM Ha OCKOPOJIEHUS, TO TOJBKO elle Ooblie
pa30AOKeIb KOH(IIHKT;

2. Yupapisii cBoell kubeppemnyTauuei;

3. AHOHUMHOCTh B ceTH MHHUMasg. CyIIecTBYIOT CIIOCOOBI BBISICHUTH, KTO
CTOMT 32 AHOHUMHBIM aKKayHTOM;

4. He cTouUT BECTHM XYJIUTaHCKUU 00pa3 BUPTyaJIbHOM Xu3HH. MHTEpHeT
(buKcUpyeT Bce TBOM JEHUCTBHS M COXpaHSET UX. YAAIUTh UX OyIeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cobmro1ait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. UrHopupyii enuHuyHbld  HeraTuB. OIHOpa30BbIe OCKOPOHWTENbHbBIE
COOO1IEeHUS JTyyllle UTHOpUPOoBaTh. OOBIUHO arpeccusi MpeKpallaeTcsi Ha HayalabHON
CTa/INy;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMU, B
COLIMAJIBbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKM OTIPABKH COOOILIEHUH C
ONPENIECIICHHBIX aJPECOB;

8. Ecnu ThI cBUneTenb KMOEepOyuMHra. TBOU NEMCTBUS: BHICTYIUTh MPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NOAJIEPXKaTh KEPTBY, KOTOPOM HYKHA IICUXOJOTMYECKas MOMOIIb, COOOILIUTH
B3pOCJBIM O (PaKTe€ arpeCCUBHOTO MOBEJACHUS B CETH.

MoO6unbHbIN TenedoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEpKaT B ceOe BIIOJIHE B3POCIIbIi
(GyHKIIMOHAJ, M TeHepb OHU MOTYT KOHKYpPUpPOBaThb CO CTallMOHAPHBIMU
KoMmnbioTepamu. OHAKO, CPEACTB 3aLIUTHI JIJISl MOJOOHBIX YCTPOUCTB MOKAa OUYEHBb
Mazo. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX IPOUCXOJIUT HE TAK MHTEHCUBHO,
kak ju1s I1K, To ke camMoe kacaeTcss 1 MOOUJIbHBIX TIPHIIOKEHUM.



CoBpemeHHble MOOWIbHBIE Opay3epbl yK€ MPaKTHYECKH JIOTHAJH
HACTOJIbHBIE AHAJOTH, OJIHAKO pacHIMpeHne (QyHKIMOHAlla BIeYeT 3a coOOM
OOJIBIIYIO CIIO)KHOCTb Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIIHE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI AJi 0€30MIaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He sBisieTcst mo-HacrosiniemMy OecriiaTHbIM. Bylib ocTopoXkeH, Be/b
Korja tebe mpenaraioT OecIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO MJIATHBIE YCIYTH;

Hymaii, mpexae uem oTnpaBuTh SMS, doto wmm Bugeo. Tl TOUHO 3HACIIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo0xoaumMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(hOHa;

Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JUII MOOMITBHBIX Telle(hOHOB;

He 3arpyxaii mpuiiokeHus: OT HEU3BECTHOTO MCTOYHUKA, BEllb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIIEUEHHUE;

[Tocne Toro kak Thl BBIMJCIIL C CaiiTa, I/i€ BBOAWI JUYHYIO HH(POPMAIIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

[lepuonnuecku mpoBepsii, KaKue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOMl HOMEp MOOUIBHOTO TelieOHA TOJBKO JIOJSM, KOTOPBIX ThI
3HaEIIb U KOMY JIOBEpSICIIIb;

Bluetooth nomkeH OBITH BBIKIIOYEH, KOT/Ia Thl UM HE TOJb3yemibcs. He
3a0bIBail MHOT/Ia TIPOBEPSITH ITO.

Online urpst

CoBpeMeHHbIE  OHJIAMH-UTPBI - O3TO Kpaco4yHbIE, 3aXBaTHIBAIOIINE
pa3BieUeHUs, OOBEINHSIONINE COTHH THICSY YEJIOBEK MO Bcemy mupy. Urpoku
UCCJIENYIOT JTaHHBIH UM MHp, OOIIAIOTCS APYT C JPYTOM, BBITIONHSIOT 3aJaHUS,
CpPaKalOTCS ¢ MOHCTpAMHM W TIOJY4YalOT OMBIT. 3a YJOBOJLCTBHE OHM TLIATST:
MOKYMAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIIHH.

Bce a1y cpeacTBa uayT Ha OJJIEPKAHUE U PA3BUTHE UTPHI, & TAKXKE HA caMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIC
naTyu (nu@poBbIe 3aMIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nogo6HBIX urpax CTOUT 0nacaThCsi HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpa)kd TBOETO MapoJisi, HA KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIlMU OOJBIIIMHCTBA
urp.

OCHOBHBIE COBETHI 10 O€30MACHOCTH TBOETO HTPOBOTO aKKAYHTA!

1. Ecnu apyroit urpok BeaeT ceOsl MI0X0 WU CO37aeT TeOe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. [okamy¥ics aAMHHUCTPATOPaM UTPHI Ha TUIOXOE TMMOBEJICHUE STOTO UTPOKa,
JKeIaTeIbHO IPWIOKUThH KaKHe-TO JOKa3aTeIhCTBA B BUJIE CKPUHOB;

3. He yka3biBaii mnunyro nHGOpMaIuio B mpodaiiie urpsl;

4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnmmBait HeopuITMaIbHBIC TTATYH ¥ MOJIBI,

6. Mcrionb3yii clio>KHBIC U Pa3HbIE MAPOJIH;



7. [1axe BO BpeMsl UTPbI HE CTOUT OTKJIKOYaTh aHTUBUPYC. [Ioka Tl urpaems,
TBOW KOMITBIOTEP MOT'YT 3apa3uTh.

QUIIMHT WM Kpaka JIMYHBIX JaHHBIX

OOBbIYHON Kpaskel JEHEr U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE YJIUBHUIIb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKH IIEPEMECTUIINCE B
UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCS «IFOOMMBIMY JIEIOM.

Tax mosBuiach HOBasl yrpo3a: MHTEPHET-MOUIEHHMYECTBA WM (DUIIMHT,
TJIaBHAs IeNb KOTOPOTO COCTOMT B TMOJYYEHUH KOH(PHUACHUUAIBHBIX JTaHHBIX
M0JIb30BAaTENEH - TIOTHHOB U napoJeil. Ha anrnuiickom si3bike phishing untaercs kak
¢ummnr (ot fishing - peibHas jg0Bis, password - Tapob).

OcHOBHBIE COBETHI 110 OOPHOE C PUIIUHTOM:

1. Cneau 3a cBOoMM akkayHTOM. Eciii Thl OJ03peBacllb, YTO TBOS aHKETA
ObLTa B3JIOMaHa, TO HEOOXO0IMMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHICTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Vcnionb3yii Oe3omacHble B€O-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil cioxHbIE M pas3Hble Napoiu. Takum oOpa3om, eciu Teos
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu TeOs B3IOMaNIM, TO HEOOXOAMMO MPEAYINpPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBieHbI y T€OA B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU U,
BO3MOYKHO, OT TBOETO MMEHU OYJIET pacchlIaThCs ClIaM M CChUIKHM Ha (PUITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0YM COXpaHEHUE MapoJis B Opaysepe;

/. He oTkpsiBail ¢ailibl U Ipyrue BIOXKEHHS B MUCHbMAaX, JaXKe €CIId OHU
OPUILUIM OT TBOUX Jpy3ell. Jlyuine yTouHM y HUX, OTIPaBISUIM JU OHU TeOEe ITH
Gbaib.

[udposas penyranus

[udposas peryranus - 3T0 HeraTUBHAs UM IO3UTUBHAsI UHOpPMAIUs B CETU
o tebe. Kommpomerupyromas nHpopMaius, pasMelleHHas B UHTEPHETE, MOXKET
CEphEe3HBIM 00pa30oM OTpa3UThC Ha TBOeW peanbHOU ku3HU. «lludpoBas
penyTanus» - ’T0 TBOH UMHJIK, KOTOPBINA dhopMupyeTcs: u3 uHpopMaiuu o Tede B
UHTEpHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE IIOJIOKECHHUE,
OCOOEHHOCTH XapakTepa U paccKas3bl O OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApoOCTKH JErKOMBICIEHHO OTHOCSTCS K NyOJUKALMH JTUYHOU
uHpopmanuu B MHTEepHETE, HE MOHKMMAsl BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOJKEIlIb OraaThCsi 0 TOM, 4To (ororpadusi, pa3MellleHHas 5 JeT Ha3al, craja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduii u Ipyrue IeUCTBUS MOTYT
HE UCYE3HYTh JAXE IMOCIIE TOT0, KaK Thl X YAAIHIIb. Thl HE 3HACIIb, KTO COXPAHMII
3Ty uHGOpPMAaIIHIO, TIOTaja JIM OHA B TOMCKOBBIE CUCTEMBI M COXpAaHWIIACh JIU OHA, a
IJIaBHOE: YTO MOJYyMAaIOT O TeOe OKpY’Kalollue JIOAH, KOTOpble HAWIYT U YBUISAT



310. Haiitn uHdopmaio MHOTO JIeT CIYyCTS CMOXET JI00O0H - Kak M3 J0OpbIX
noOyKJI€HUH, TaK U C HAMEPEHUEM IPUUMHUTB BPEJ. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIMTE HU(PPOBOM pENMyTALNU:

1. Ilonymaii, mpexJie 4em 4To-TO IMyOJMKOBATh U NepeaaBaTh y ceOs B Oore
WIM B COLMAIIBHOM CETH;

2. B nHactpoiikax mpouis yCTaHOBH OTpaHMYEHUS HAa MPOCMOTP TBOETO
npouiIs ¥ €ro CoAEepP>KUMOro0, CIETal ero TOJIBKO «JUIs IpYy3€il»;

3. He pa3memiaii u He yka3piBail MH(OpMALMIO, KOTOPasi MOXKET KOro-J1u0o
OCKOPOJISITh WK OOMXKATh.

ABTOpCKOE PaBo

CoBpeMEHHbIE IIKOJbHUKH - AaKTUBHBIE [OJB30BATENM  LHU(PPOBOrO
npoctpaHcTBa. OOHAKO JajleKko HE BCE 3HAIOT, YTO II0Jb30BAHWE MHOTUMU
BO3MOXKHOCTSIMH ~ IIU(PPOBOTO  MHpa  TpeOyeT  CcOONMIOJeHUs MpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCS K Ppa3IU4YHbIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HAayMHAas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYaIOIIUX COOCTBEHHOCTh Ha MPOJIYKTHl U YCIYT'H, U 3aKaHUUBas KHUTAMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO IpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKME IIPAaBa BBICTYIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HHTEIUIEKTYaJbHBII/TBOPYECKHIM TPyl aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
paspelieHus aBTopa HE MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacnpocTpaHsaTh, NyOJIUYHO JEMOHCTPUPOBATH, MpPOJAaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3(UpE WU
pasMmewars B IHTEpHETE.

Hcnonb30BaHne  «IUPATCKOTO»  MPOrPAaMMHOTO  OOECIEYEHHUS] MOXKET
IPUBECTM K MHOTMM pHUCKaM: OT IOTEPHU JAHHBIX K TBOMM AaKKayHTaMm [0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/le YCTAHOBJIEHA HeJeraiapHas mporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYILIECTBYIOT JIeTaJlbHble U O€CIUIaTHbIE MPOTrPaMMBbl,
KOTOpBIE MOKHO HAUTHU B CETH.

O nopraine

CeteBUUOK.p( - TBOI IJIaBHBIM COBETUMK B CETH. 371€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM $I3bIKOM, & MPU BO3HUKHOBEHHHU
KPUTUYECKOM CHUTyallud OOPAaTUTHCS 3a COBETOM. A TakXe MPUHATHh y4acTUE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !



